
 

 
 
Security Notice: 
Statement on the Meltdown and Spectre Vulnerabilities in the Intel CPU 
Architecture Design 
 
SNNo: HSRC-201801-08 
Edit: Hikvision Security Response Center (HSRC) 
Initial Release Date: 2018-01-06 
 
Summary 
Recently, a security vulnerability affecting Intel processors was disclosed. This 
vulnerability may result in operating systems’ kernel information leakage. Applications 
can access kernel data without authorization. 
 
Hikvision immediately launched an investigation and established a technical 
communications process with the supplier. The investigation is still ongoing. HSRC will 
continue to provide updates to this notice as relevant information becomes available.  
 
CVE-ID： 
CVE-2017-5753 
CVE-2017-5715 
CVE-2017-5754 
 
Impact 
Investigative process is ongoing. 
 
Affected Software/Hardware Version and Fixes  
TBD 
 
Solution 
Investigative process is ongoing. 
 
Contact Us 
This notice will be updated continuously. We recommend monitoring this notice to check 
for status updates. Should you have any questions, please feel free to contact us via email 
at hsrc@hikvision.com. 
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